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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
take part in the work.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for
the different types of document should be noted. This document was drafted in accordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent
rights. Details of any patent rights identified during the development of the document will be in the
Introduction and/or on the ISO list of patent declarations received (see www.iso.org/patents) or the IEC
list of patent declarations received (see http://patents.iec.ch).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO's adherence to the
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso
.org/iso/foreword.html.

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 27, IT Security techniques.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

It is well-established that major benefits can be derived from processing electronically stored data,
including so-called “big data”. However, where this data includes personally identifiable information
(PII), as is often the case, processing this data needs to comply with applicable personal data protection
principles. The appropriate use of de-identification techniques is an important component of measures
to enable the exploitation of the benefits of data processing while maintaining compliance with the
relevant [SO/IEC 29100 privacy principles.

The immediate relevance of this document is to personal data protection of natural persons (i.e. PII
principals), but the term “data principal”, defined and used in this document, is broader than “PII
principal” and, for example, includes organizations and computers.

This document focuses on commonly used techniques for de-identification of structured datasets as well
as on datasets containing information about data principals that can be represented logically in the form
of a table. In particular, the techniques are applicable to datasets that can be converted to having the
form of a table (e.g. data held in key-value databases). It is possible that the techniques described in this
document do not apply to more complex datasets, e.g. containing free-form text, images, audio, or video.

The use of de-identification techniques is good practice to mitigate re-identification risk, but does
not always guarantee the desired result. This document establishes the notion of a formal privacy
measurement model as an approach to the application of data de-identification techniques.

NOTE1 AnnexC clarifies how selected de-identification techniques described in this document are applicable
for de-identification of free-form text.

NOTE 2  The application of de-identification techniques can be a privacy risk treatment option arising from a
privacy impact assessment, as described in ISO/IEC 29134[32],

The selection of de-identification techniques needs to effectively address the risks of re-identification
in a given operational context. There is therefore a need to classify known de-identification techniques
using standardized terminology, and to describe their characteristics, including the underlying
technologies and the applicability of each technique to the reduction of the risk of re-identification. This
is the main goal of this document. The relationship between the terminology used in this document
and related terminology used elsewhere (e.g. the notion of anonymization) is described in Annex B.
However, the specification of detailed processes for the selection and configuration of de-identification
techniques, including assessments of data usefulness and the overall risk from a re-identification
attack, is outside the scope of this document.

NOTE 3  Authentication, credential provisioning, and identity proofing are also outside the scope of this
document.

De-identification techniques are typically accompanied by technical and other organizational measures
to enhance their effectiveness. The use of these measures is also described wherever applicable.

This document provides an overview of core concepts relating to the de-identification of data, and
establishes a standard terminology for, and description of, the operation and properties of a range of
de-identification techniques. However, it does not specify how these techniques should be managed in
a particular use case. It is anticipated that sector-specific framework standards will be developed to
provide such guidance.
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Privacy enhancing data de-identification terminology and
classification of techniques

1 Scope

This document provides a description of privacy-enhancing data de-identification techniques, to be
used to describe and design de-identification measures in accordance with the privacy principles in
ISO/IEC 29100.

In particular, this document specifies terminology, a classification of de-identification techniques
according to their characteristics, and their applicability for reducing the risk of re-identification.

This document is applicable to all types and sizes of organizations, including public and private
companies, government entities, and not-for-profit organizations, that are PII controllers or PII
processors acting on a controller's behalf, implementing data de-identification processes for privacy
enhancing purposes.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 27000, Information technology — Security techniques — Information security management
systems — Overview and vocabulary

ISO/IEC 29100, Information technology — Security techniques — Privacy framework
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